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Abstract— Software Obfuscation is the method for cryptography. Software obfuscation is motivated by the idea that many useful programs 

can become beneficiary if we can somehow stop people often called intruders from reading the entire software programs, while still letting 

them possess and run the code on their own computers. It is used to encrypt the source code which makes it hard to understand by the 

normal person. It is difficult for the programmer to read and write obfuscated code.This paper presents overview, analysis, working and 

applications of software Obfuscation. 

Index Terms— Code Encryption, Cryptography, intruder, Software Obfuscation, Software Protection. 

——————————      —————————— 

1 INTRODUCTION                                                                     

IN this increasingly competitive world , there is a threat for 

the software manufacturers which leads them to create v arious 

software protection techniques. Many software protection 

techniques are available amongst which one well known soft-

ware technique used  is software obfuscation. 

Software obfuscation in layman language is the method of 

making software program codemore d ifficult to understand.  

This can be done by encrypting the code so that the other peo-

ple cannot identify the execution flow of the program and still 

they can run the code and execute the programnot only on 

their own computer but also on other machines. 

In software obfuscation, we can encrypt the important part of 

the code temporarily, but we need to send the decryption keys 

with the program so that it can be run by the other user. There 

is a tool known as obfuscator which is u se to automatically 

convert the source code into an executable program which 

runs in the same manner, but it creates the problem for the 

programmer to read  and understand it. 

2 LITERATURE REVIEW 

According to Aniket Kulkarni in research paper Software Pro-

tection through Code Obfuscation [1]. There are various soft-

ware protection techniques like Code obfuscation, Code w a-

termarking and tamper-proofing. Code obfuscation is a tech-

nique used  to protect software against malicious reverse eng i-

neering attacks. Code watermarking is a technique used  to 

protect software against software piracy attacks. Tamper-

proofing is a technique used  to protect software against tam 

pering attacks.Classification of code obfuscation techniques 

are layout obfuscation, control obfuscation, data obfuscation 

and preventive obfuscation. He has also described the various 

technique which is use to get the original source code. Attack-

ers can employ these techniques to get the functionality of the 

software. These techniques are Static analysis, Dynamic analy-

sis, and Code Clone Detection techniques. 

According to Chandan Kumar Beheraa and D. Lalitha Bhask a-

ri in their studied  research paper Different Obfuscation Tech-

niques for Code Protection [2], they have stated  that, Obfusca-

tion consists of code transformations that make a program 

more d ifficult to understand by changing its structure, while 

preserving the original functionalities, not su itable also to re-

verse-engineering. Encryption and  firewalls are some of the 

common solu tion to d iminish the threat of the attackers who 

try to crack the application. But, these approaches do not help 

to protect the software, when the attacker is him/ herself th e 

end-user. Among the various techniques available for protect-

ing code from different attacks, code obfuscation is one of the 

most popular alternative, for preventing from code compre-

hension, code tampering etc. So, code obfuscation is a largely 

adopted  solu tion, and  many different obfuscation approaches 

has been proposed. This is also a type of software protection 

against unauthorized  reverse-engineering. Practically, protec-

tion by server-side, hardware-based security solu tions, d iffer-

ent signed native cod es, tamper proofing, watermarking, 

software aging, packing are some of the most commonly used  

methods to avoid  or challenge the detection engines. Howev-

er, the provider should  estimate how long the obfuscation 

would  resist, i.e., the time taken by an attacker to understand  

the code. According to that, some other obfuscation methods 

can be implemented  on the original code, so that; the adver-

sary will not be able to get the algorithm or logic of the code. 

Further, obfuscation methods include code re-ordering, trans-
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formation to replace meaningful identifier names in the orig i-

nal code with meaningless random names (identifier renam-

ing), junk code insertions, uncond itional jumps, conditional 

jumps, transparent branch insertion, variable reassigning, ran-

dom dead code, merge local integers, string encoding, genera-

tion of bogus middle level code, suppression of constants, 

meshing of control flows and many more. Basically, obfusca-

tion is d ifferent from encryption in many ways. Primarily, it 

does not require any inverse transformation. Next, it’s not 
necessary for an attacker to look for the original code all the 

time, because the attack can be succeeded without having the 

original code of the software. And at last, cipher text w ill be  

worthless without the key, as an obfuscated  program can per-

form without any additional information. 

 

According to N. Sasirekha and Dr. M.Hemalatha in their re-

search paper, a survey on Software Protection techniques 

against various attacks had evaluated  [3].  Software security 

and protection plays an important role in software engineer-

ing. Considerable attempts have been made to enhance the 

security of the computer systems because of various available 

software piracy and virus attacks. Preventing attacks of soft-

ware will have a huge influence on economic development. It 

is very important to develop approaches that protect software 

from threats. Digital data of the software is very risky task. 

Confidentiality and data au thenticity are two important con-

cepts in security. Piracy, reverse engineering and tampering 

have been the major software threats. The achievement of the 

content/ software security in a huge segment is based  on the 

ability of protecting software code against tampering and 

identifying the attackers who issue the pirate copies. Cod e 

obfuscation focuses to protect code against both static and d y-

namic study and there exists another approach to protect 

against code analysis, namely self-modifying code.  

In this paper the author has emphasized  more on how to pro-

tect the software by using these three techniques like Software 

watermarking, code obfuscation, and tamper proof. These 

three techniques we have seen in the previous author ’s paper 
also. It means that these three techniques are the basic meth-

ods to protect the code. But in fu ture these techniques will not 

be safe or will not be sufficient enough to protect the code as 

they are doing in recent days. 

3 ANALYSIS 

If other person tries to copy the code so they won’t be able to 
read  or modify the code. Software Obfuscation helps in re-

duced the size of the software. Software Obfuscation also 

helps to increase the performance of the application. A variety 

of tools exist to perform or assist with code obfuscation. These 

include experimental research tools created  by academics, 

hobbyist tools, commercial products written by professionals, 

and open-source software. There also exist deobfuscation tools 

that attempt to perform the reverse transformation. Although 

the majority of commercial obfuscation solu tions work by 

transforming either program  source code, or platform -

independent byte code as used  by Java and .NET there are also 

some that work d irectly on compiled  binaries. 

4 WORKING 

Code obfuscators work by changing the names and (now and 

again) association of techniques without modifying the con-

duct. This works a ton like refactoring instruments, aside from 

while refactoring devices for the most part live in the IDE, ob-

fuscators infuse into the assemble procedure 

 

The most straightforward  type of muddling is renaming an 

all-around named technique or capacity to a seriously named 

strategy or capacity. For example, suppose a function was 

called  GetNameFromTable. This might be renamed to gn_1ftl. 

 

The fact of the matter is to deliver a capacity whose name pro-

vides no insight as to its motivation. Different changes may 

include changing the names of parameters, including add i-

tional parameters that have no reason, pointers-to-pointers 

and some other things which would  confound somebody tak-

ing a gander at the code. Think about every one of the things 

great software engineers don't do in light of the fact that it 

prompts to ineffectively organized  and mixed up code - that is 

the thing that obfuscators do. 

5 TECHNOLOGY 

The main aim of software obfuscation is to provide reverse 

engineering to gain access to source code. When we are doing 

software obfuscation we should  keep in mind that it should  

not change the software performance. Software obfuscation 

works by converting the code which humans and de-

compilers use to understand the functionality of the programs. 

 

Software obfuscation is the process which transforms the 

source to make it more d ifficult to be analyzed. This process is 

implemented  in automatic tools called  obfuscators.  Following 

obfuscation techniques must be considered  while doing this: 

name obfuscation, data obfuscation, code flow obfuscation, 

incremental obfuscation, intermediate code optimization, d e-

bug information obfuscation, watermarking, and source code 

obfuscation. 

6 APPLICATIONS 

There are lots of obfuscation software’s available in ma r-

ket.Some of the popular applications of obfuscation used  in 

high level languages areas follow: 

For .Net : 

1) Smartassembly 

- References Dynamic Proxy 
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- Control Flow Obfuscation  

- Dependencies Merging 

2) Dotfuscator 

- Cross Assembly Renaming 

- Silverlight XAML Renaming 

- Enhanced Overload Induction  

3) Salamander 

- Licensing Management Support  

-Version Independency 

- Resource Protection 

For Java : 

1) Pro Gaurd  

- Shrink 

- Optimize 

- Preverify 

2) yGaurd  

                               -Name Obfuscation  

                               -Code Shrinking    

3) Allatori Java Obfuscator 

                                   - Minimizes Application Size 

                             - Boosts the Speed  

7 DIAGRAMATIC REPRESENTATION 
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Fig.1. Simple Flow of Code 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Fig. 2.Original code and  code after Obfuscation  

 

 
 

Fig.3. Block Diagram of Obfuscated  Code 

7  FUTURE ENHANCEMENT 

It will take time to make understand all the developers to ob-

fuscate the code after it's done. In some years IDE companies 

will provide obfuscation feature in -build .It's little time con-

suming, but it's definitely worth it. This will decrease software 

cracking and make de-obfuscation hard  for reverse engineers. 

 

Techniques we can see and use in fu ture for software obfusca-

tion is dead code insertion, subroutine reordering, instruction 

substitu tion, code integration and code transportation. 

 

We have seen from the previous author that we use to protect 

the code by using three basic techniques like Software water-

marking, code obfuscation, and tamper proof. But we cannot 

rely on these techniques for more long. We need to find  the 

more secure way to maintain the security of the code. We need 

to create the most secure algorithm so which can be use for the 

software obfuscation. 

8 CONCLUSION 

Many Companies are trying their best to create a fu ture where 

software developers don't have to struggle.Each of the above 

techniques and application used  above are powerful and effec-

tive to prevent the crackers and hackers. If these applications 

are used  together for obfuscation it will be extremely d ifficult 

to break the code. If the codes are broken by the expert they 

will get garbage, encrypted  or obfuscated  code, nam es and  

data as the result. The GNU website states "Obfuscated  'source 

code' is not real source code and does not count as source 

code."  Thus it’s not only a practice of protecting secret info r-

mation from intruders but also to reserve intellectual property  

rights from outside environment. 
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